
Are excessive admin rights causing 
organizations more harm than they realize?

Breach techniques 2020

It's easy! Adopt this simple 

three-part strategy.
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Privilege misuse 

by employees

Privileged access abuse 
by external actors

Other techniques

of breach

In 2020, abuse of admin rights and similar privileges 

was the top reason behind breaches.
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But how can organizations get rid of admin 

rights without taking away privileges from 

employees whose job requires them?  

Principle of least privilege Endpoint privilege management Just-in-time access

Lower enterprise-wide 

privileges to the bare 

minimum required. Identify 

and remove unnecessary 

local admin accounts. 

Elevate application-specific 

privileges instead of user 

privileges, and associate these 

rights to necessary end-user 

device groups.

Application Control Plus is a silver 

bullet that seamlessly combines these 

three capabilities.

What's more? This software also offers integrated 

application control features that enable 

trust-based filtering and restriction of applications 

that are allowed to execute, ensuring that only 

authorized access is granted to network 

resources. 

Application Control Plus acts as a multifaceted engine that enables organizations of all sizes and 

modes of operation to tailor a fortified foundation based on powerful security principles like Zero 

Trust and the principle of least privilege. 

Cater to temporary needs of 

employees without creating 

permanent policies. Strike the 

perfect balance between 

security and productivity.

TRY FOR FREE!

58 percent of all Critical 

Microsoft vulnerabilities 

that were found in 2020 

could be mitigated by 

removing admin rights.

Removing admin rights 

would mitigate 70 

percent of Critical 

vulnerabilities affecting 

Windows 7, RT, 8, 8.1, and 

10.

https://securityboulevard.com/2020/06/verizon-dbir-2020-credential-theft-phishing-cloud-attacks/
https://www.healthcareitnews.com/news/microsoft-vulnerabilities-report-offers-key-cybersecurity-insights#:~:text=In%202020%2C%20a%20record-high,48%%20increase%20year%20over%20year.&text=Removing%20admin%20rights%20from%20endpoints,critical%20Microsoft%20vulnerabilities%20in%202020.
https://www.healthcareitnews.com/news/microsoft-vulnerabilities-report-offers-key-cybersecurity-insights#:~:text=In%202020%2C%20a%20record-high,48%%20increase%20year%20over%20year.&text=Removing%20admin%20rights%20from%20endpoints,critical%20Microsoft%20vulnerabilities%20in%202020.
https://www.manageengine.com/application-control/download.html

